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Introduction
In the Information Age,
organizations are awash
in data.
It populates spreadsheets, reports, and PowerPoints and
speeds across the enterprise and beyond. Businesses collect
reams of data on their operations, employees, and customers
and analyze it to improve how they operate and create better
products and services.
Without data, you’d be flying blind. It’s your most important

“We live in a world
where analytics
drives decisionmaking. Without data
governance, you’re
unable to separate the
signal from the noise,”

asset.

DAN TUCKER
But to extract value from your data, you need to know what
you have and where it resides within your organization. That’s
not so easy in a world where data creation is exploding. The

Vice President for Digital Solutions,
Booz Allen Hamilton

sum of the world’s data is expected to grow from 33 to
175 zettabytes by 2025, IDC predicts. (A zettabyte is one
trillion gigabytes.)
Before you can analyze your data, you need to know what it’s

PRESENT

33
zettabytes

about, where it came from, and whether it’s still valid. And
to keep it from getting into the wrong hands, you need to
control how you store and transmit it.
Data governance lets you do all of these things. It lets you
bring your data under control, assess its quality, secure it, and
make it available to those who need it. It gives both you and
the organizations that regulate you the confidence that your
information is complete, up-to-date, compliant and secure.
With the right technology, data governance not only improves
security and compliance, it can also lead to insights that can
create enormous business value. When you identify and
organize your data and put it to work, every business unit and

2025

175

employee benefits.
Yet many companies lack the most basic knowledge about
their data, such as where it resides and what it contains.

zettabytes
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Information
Overload
As digital transformation
gains momentum,
organizations face a
growing avalanche of
information, one that they
struggle to control.
At most organizations, the office is no longer the information
capital. Even data that still resides on-premises is accessed
and shared via laptops, tablets, and cell phones. Seventy
percent of people now work remotely at least once a week.
Deloitte predicts that in the next 5 to 10 years, completely
mobile employees will represent a majority.
Businesses that want to attract top talent and increase
productivity need to accommodate today’s employees who
expect to work from anywhere, anytime using cloud-based
services and sharing tools. The data they produce travels at
warp speed to groups, individuals, and outsiders who use it in
their own different ways.
A growing proportion of today’s data is unstructured, whether
sourced through in-house or third-party channels, and is
made up of emails, word processing documents, videos,
photos, audio files, web presentations, webpages, and
anything else that doesn’t fit neatly into a row-and-column
format spreadsheet.
Unstructured data is particularly tough to manage. It
transcends traditional organizational hierarchies and spans
multiple content systems across the enterprise. Departments
often categorize it differently, and there is no “single source
of truth.”
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Many organizations have no idea what their unstructured data
contains. Afraid to dispose of it, they hoard it. Over 35 percent
of organizations have between one and 50 petabytes of

Figure 1.

unstructured data and 18 percent have even more, according
to IDC (Figure 1).

OVER

“Our data lakes have become data swamps,” Tucker said.
The swamps contain hidden treasures, but they’re also full
of data that’s redundant, obsolete, trivial, inaccurate, or
flawed. Data quality is an enormous problem that affects both
structured and unstructured data. Reports and presentations
can be mislabeled or hopelessly out of date. Someone may
have entered the letter “o” instead of a zero on a spreadsheet,
or cut off part of a social security number when making a
copy. Mergers and acquisitions often generate duplicate or
conflicting sets of data.
Poor, misaligned data wastes time and money. It confuses
users and can lead to erroneous assumptions that produce
faulty business decisions. As Gartner put it, “poor data quality
is a major contributor to a crisis in information trust and

35%
of organizations
have between
1 & 50 petabytes
of unstructured data

business value, negatively impacting financial performance.”

One study found that in
the U.S. alone, bad data
costs companies over
$3 trillion a year.
A comprehensive data governance system uses tools to
cleanse all of an organization’s data, assigning every item a
score for quality. It flags and reconciles problems, and throws
out data that is corrupted, flawed, outdated or redundant in

18%
have even more

accordance with retention rules.
Data cleansing is an unglamorous but essential part of data
governance. Unless data is removed from the swamp and
cleaned, it can’t be tagged and analyzed to reap business
benefits. Worse yet, it can’t be secured. It can also lead to
steep fines if it’s not compliant.
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Data Governance
And Security
It’s critical for
organizations to create
and enforce a strong
governance policy for
all their data and control
who can send what to
whom, no matter what
kind of device they’re
using.

Figure 2.

The average probablity that
a company will experience a
significant breach in the next

24
months
IS

An inadvertent click by an employee, a decision to store
company information “for convenience” in a public space like

27.9%

Box or Dropbox, or a single unauthorized data transfer to a
partner or contractor can result in a costly and embarrassing
data breach.
The stakes are higher than ever. Data breaches are becoming
costlier, with more records lost or stolen every year, according
to the Ponemon Institute. The average probability that a
company will experience a significant breach in the next 24
months is 27.9 percent. The average cost of such a breach is
$3.86 million (Figure 2).

The average cost of such a
breach is

Nowadays it’s not just employees and mobile devices you
have to worry about. The IoT revolution is underway, and by
2025 there will be 25 billion connected things, ranging from
cars and televisions to factory machines and heart monitors.
Each one will represent a new portal that hackers can attempt
to penetrate.
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$3.86
million

Target learned this lesson the hard way back in 2013 after

“The tools uncover where documents are stored and tell you

installing a smart HVAC system. Though the system wasn’t

with a reasonable level of granularity what’s in the data and

connected to the company’s network, it wasn’t secured,

how old it is,” Shannon said. Ultra-sensitive data undergoes

either, and hackers wormed their way in to steal the personal

manual review for classification and retention decisions.

data of 41 million customers.
Both structured and unstructured data is tagged with
It may have been the start of a most unwelcome trend.

metadata, allowing the company to set automated access
controls for internal staff. The company encrypts the data

In a recent Raytheon study, 82 percent of IT professionals

it sells to customers and advises them to use strong data

predicted that unsecured IoT devices will likely cause a data

governance policies themselves.

breach at their organization, and 80 percent said such a
breach could be catastrophic.

Tagging data for security enables organizations to manage it
centrally and automate the controls over it. The IT or security

The solution is not to try to control thousands of employee

team can prevent problems without requiring employees

devices or bypass the cloud and IoT, but to implement a

to ponder every piece of information before sharing it. IT

comprehensive, centralized data governance program that’s

can build custom controls so that if someone sends a file

easy for IT to enforce and doesn’t frustrate users so much that

containing sensitive customer information to an unauthorized

they go around it.

viewer, the data governance system will automatically mask

“Strong data governance and security go hand in hand,” said
Kevin Shannon, global head of enterprise data governance at
Dun & Bradstreet, which collects and sells business and credit
information from 100 million companies across the globe.

the sensitive data while allowing the rest of the data to go
through. IT workers save time and can focus on strategic
objectives instead of putting out fires after security-related
problems occur.
Storing data in a central location can also limit the damage
attackers cause. This is an important capability in an

“Our security team
works very closely with
our data governance
team,” Shannon said.
The data governance
team classifies
information into five
categories according
to sensitivity, using
automated scanning
tools for much of the
process.

environment where phishing and malware scams are becoming
more sophisticated and dangerous new attack vectors are
emerging, including ransomware, which Verizon’s 2018 Data
Breach Investigations Report labeled as a top cybersecurity
threat.
If malware or ransomware infects someone’s device the
company can remove it from circulation, examine the problem
on a special isolated network, and issue the employee a new
device loaded from the central repository with all the data to
which he or she had access previously.
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Streamlining
Compliance
In addition to improving
security, comprehensive
data governance makes
compliance easier, a
welcome advantage in
a time of burgeoning
regulations.
Regulators who once focused on documents and emails are
increasingly demanding other forms of unstructured data,
including voice recordings of interactions with customers,
social media messages, and instant messaging between
employees, just to name a few. Unless this information carries
tags, it can be extremely difficult and time-consuming to track
down, and organizations will be unable to meet auditors’
deadlines or assure them that the records they find are
complete.
Metadata tagging not only helps companies find information
faster, it specifies which rules apply to the data, including
geo-specific regulations like the European Union’s General
Data Protection Regulation (GDPR) or California’s Consumer

Figure 3.

By 2020, the
backup and
archiving of
personal data
will represent the
largest area of
privacy risk for

70%
of organizations

Privacy Act.
As privacy regulations have increased, data retention has
become a hot-button issue. Companies that simply hold onto
everything in the belief that it will help them with compliance
are sorely mistaken. In fact, they can face huge fines for
retaining too much data or for holding it for too long. By 2020,
the backup and archiving of personal data will represent the
largest area of privacy risk for 70 percent of organizations,
according to Gartner (Figure 3).
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Metadata solves this problem by linking to policy-specific
instructions about how long a file should be retained, how to
dispose of it, who has access to it, and much more.
Tagging also allows companies to find the information auditors
request simply by searching for keywords and date ranges. It
creates an audit trail embedded in the data itself, revealing its
origin, its nature and any modifications it underwent, as well
as the governance rules that apply to it.
Audit responses become smoother, more accurate, and faster,
and companies can demonstrate how well they control the
flow of information. When auditors ask the dreaded question,
“Is that everything?,” companies can confidently tell them
yes.
Within the enterprise, metadata tagging and automated
access controls are a boon to employees, who have long
complained about having to jump through hoops when
sharing data through company systems. Centrally-managed
data governance allows organizations the flexibility to apply
different rules to fit different situations. For example, if
employees at a European company bound by GDPR’s strict
data rules travel abroad, they would be unable to access the
sensitive data covered by the rules until they return, thus
ensuring that they comply with the law at all times.
By the same token, a U.S. hospital that wants to share data on
patient outcomes with academic researchers — but which the
Health Insurance Portability and Accountability Act (HIPAA)
forbids from sending personal data — could still participate
in the research project. The governance system would
automatically scrub any personally-identifiable or personalhealth information before the data transfer.
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Business
Benefits
One of the most
exciting aspects of
data governance is the
business advantages it
makes possible.

The company is currently is working on a “data marketplace”
that will increase efficiency by allowing its 37,000 associates
to find information they need from a single platform.
“They can type in, ‘How many quotes did we do last month?’
and get an immediate result,” Tyo said.
By establishing standardized methods for data collection,
structure, tagging, and storage, a data governance system
creates transparency and allows organizations to compare

“Data governance has far more capabilities besides improving

results across departments. The U.S. Treasury Department

security and compliance. It can create a significant amount of

created a central database to show how each agency is

business value,” said James Tyo, vice president and chief data

spending its dollars.

officer at Nationwide.
“Previously, all that data was formatted differently by different
Mining that value starts with metadata. Today’s data resides

agencies,” Tucker said. Now it’s formatted and categorized by

in various silos throughout the enterprise. Finance, sales, and

the same set of rules. The result is that all federal agencies, as

marketing may download the same report, but they use and

well as the general public, can see and compare results.

label it differently. Tagging data according to the needs of
each business unit that uses it allows everyone to easily find

In addition to creating operational efficiencies, well-managed

and analyze it.

data can lead to new products. Data that Nationwide
gathered from telematics in cars led the company to develop

“Metadata management is one of the biggest benefits of

a new program called SmartRides, which allows ridesharing

data governance. It’s very difficult to use data if you don’t

customers and others who seldom use their vehicles to pay

know where it came from and how it’s defined. Metadata

custom insurance rates based on the number of miles they

immediately helps a business understand those pieces,” Tyo

drive.

said.
By using data and metadata to analyze its life insurance
underwriting,

Nationwide

built

a

new

model

that

eliminated unnecessary steps and lowered its average
underwriting cost by 80 percent.
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“Metadata management is one
of the biggest benefits of data
governance. It’s very difficult
to use data if you don’t know
where it came from and
how it’s defined. Metadata
immediately helps a business
understand those pieces.”
JAMES TYO
Vice President + Chief Data Officer,
Nationwide

Using Smart
Data Storage
Though metadata is vital
to good governance,
unstructured data doesn’t
easily lend itself to
tagging.
One of the best ways to manage unstructured data is to
use object storage, which can handle data in any format.
Object storage offers near-infinite addressable capacity
for unstructured data and allows users to define their own
custom metadata fields. The custom metadata is stored with
the object, just as it is with file-based data.
Object storage is relatively inexpensive. It allows a company
undergoing

digital

transformation

to

move

selected

information to the cloud without having to run a conversion
application, making the process faster. The more rapidly
information incorporates into a data governance system, the
sooner business units can benefit from it.
If you combine object storage with a “smart” data ingestion
system, valuable metadata can be extracted from your
unstructured information as soon it comes in. The metadata
is then stored side-by-side with the object so that people can
find it. For example, say you want to store both an image and
information about what it is, where it came from and when
it was made. The ingestion system would scan the image
using optical character recognition, extract the information
associated with it, and store everything together.
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Some data ingestion systems have built-in artificial intelligence
algorithms that translate foreign languages, codes, or obscure
engineering symbols into metadata text. That allows people
seeking this information to find it simply by typing words into
a search bar, rather than opening each file and reviewing the
data to find what they need. People can also view metadata
results without opening the actual data object, allowing them
to learn quickly whether or not the search result meets their
requirements. Searching becomes much more efficient.
Though it has applications across industries, object storage
is especially useful in image-intensive fields like medicine.
Providers can easily share complex data like scans with others,
both within their own organizations and at other facilities.

One Midwest hospital
adopted object storage
to capture medical scans
and integrate them with
doctors’ notes and other
patient information,
lowering processing
time from 50 hours to
less than 5 minutes.
When data is comprehensive and well-organized, it can lead
to serendipitous discoveries that improve operations. That
happened at the hospital after it accomplished its main goal:
faster processing of CT scans for stroke victims, whose survival
is dependent on quick treatment. In the course of analyzing
its data, the hospital learned that some CT technicians were
more accurate and faster than others. It identified the most
successful technicians and paired them with others in training
sessions to improve performance across the board.
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What An Agile,
Comprehensive Data
Governance System
Looks Like
A data governance
program can bring an
abundance of benefits if
it’s thorough and wellmanaged.

The data governance
system offers robust
security.
From a central platform, IT creates, pushes out, and enforces
access policies that ensure all data stays secure across devices
and locations. The data governance manager works closely
with the security team to develop risk indicators based on

But many organizations manage only some of their data

enterprise-wide trends.

and fail to apply consistent rules to it. When it comes to
developing a more comprehensive, robust program, they
don’t know where to begin.
Companies vary in size and needs, and no two governance

It improves adherence to
regulatory compliance.

programs are exactly alike. But those that are truly
transformative — the ones that change the way information

Strict data quality controls ensure adherence to regulatory

is used throughout the organization, making everyone more

and compliance requirements and prevent faulty, incomplete

efficient and gaining new insights from their work — share

or erroneous data from moving along to regulators. Metadata

several essential characteristics. Here are some of the most

tagging creates an audit log revealing data origination and

important:

changes its lifecycle. Organizations are able to provide

Data management is
standardized.

It’s accessible to all.

auditors comprehensive access to unstructured data.

Employees can use a portal to find information they need
All data is captured, cleaned, tagged, and managed according

without burdening IT, using a search bar and intuitive terms

to a common set of rules. Ideally, it’s stored in a single, unified

that their departments have incorporated into the metadata.

platform that a chief data officer manages. The platform

People who make department-specific business decisions

serves as the heart of data control throughout the enterprise,

use the same data sets as other departments, ensuring

providing a single source of truth.

consistency and enabling cross-departmental data analysis.
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It’s user-friendly.
Automated, IT-enforced access controls derived from
embedded metadata allow users to focus on their jobs and
share information without following unwieldy or complicated
procedures. Because restrictions are minimal, they are
more likely to comply, keeping the enterprise safer while
improving efficiency.

It’s flexible.
The organization continually assesses the usefulness of its
data. The data governance team knows who is responsible
for data sets, how to judge their value, and how to dispose
of old data when it’s conflicting or no longer useful.

It’s scalable.
The data governance system manages data in all existing
formats and accommodates new ones as they arise, including
streaming, IoT, and edge data. It expands to include new
enterprise locations, providing conversions for language and
measurements to maintain consistency. It uses embedded
controls to follow area-specific compliance regulations,
modifying access controls as the need arises.

It provides for efficient
storage.
The governance system archives and manages data costeffectively and efficiently. If large volumes of data threaten
to overwhelm legacy storage systems, the governance team
presents cloud-based alternatives that the organization can
transition to quickly.

It integrates with
applications.
The data governance system allows existing applications to
interact with enterprise data. Developers can integrate the
data into new applications and services they create.

It provides for disaster
recovery.
Governance managers arrange for duplicate data storage in
one or more separate locations to ensure that all enterprise
data is preserved and accessible in the event of a fire, flood,
or other emergency.

Reaping The Benefits
Of Good Governance
Data is your
organization’s most
valuable asset, but it
can’t help you unless you
understand it and bring it
under control.
When you manage data well, it can spark insights leading
to more efficient operations and new products that can give
you a competitive edge. Proper governance vastly improves
security and compliance, while at the same time easing
burdens for both the IT department and employees.
A comprehensive, agile data governance program doesn’t
happen by accident. It results from careful planning that
takes into account all business units and all data formats. It
ensures that all enterprise data is high-quality, consistent,
and available to everyone who needs it. Like your company,
an effective data governance system is agile, responding to
changing demands and incorporating new technologies and
rules as they come to light.
In a world where data is proliferating at a speed that threatens
to elude control, only companies that find an effective way
to manage it will unleash its power and reap its benefits.
Creating a robust, agile, and comprehensive data governance
program will put you on the path to success.

In a world where data
is proliferating at a
speed that threatens
to elude control,
only companies that
find an effective
way to manage
it will unleash its
power and reap its
benefits. Creating
a robust, agile, and
comprehensive data
governance program
will put you on the
path to success.
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