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Who this is for:

This e-book is a resource for chief
information officers, chief technology
officers, or other IT and cybersecurity
leaders who work in K-12 education, as well
as chief academic officers, superintendents,
directors of Title | funding, and school board
members who want to understand how to
make educational technology more secure
while laying a foundation for the future.
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7 minutes

Solutions for a secure future:
A guide for education leaders




Contents

04

06

09

11

15

16

Schools expand their digital footprint

Education faces unique security challenges

Steps for protecting K-12 schools

Building a secure, future-proof infrastructure

Furthering equity and innovation with secure technology

Microsoft Education

Solutions for a secure future:
A guide for education leaders



Schools expand their

digital footprint

Over the past few years, education has
undergone seismic shifts. As schools presented
more information online, students gained
more choices for engaging with learning
materials. The health crisis greatly accelerated
digital transformation as districts around

the world quickly switched to hybrid and
virtual learning. Leaders began adopting new
technologies to help teachers and students
collaborate better and personalize learning to
an unprecedented degree.

The digital tools today’s teachers are using

are helping schools fulfill some of their most
important goals, including promoting equity,
making learning accessible to everyone,

and fostering the well-being and social and
emotional skills students need for success in the
academic world and beyond.

The expanded digital environment brings many
benefits, but it also increases the number of
devices and internet connections, making schools
rich targets for nefarious actors. And with more
sensitive information stored online, data privacy
compliance requirements have also increased.
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Leaders who rapidly deployed digital solutions
are looking to intensify their focus on security,
while still ensuring that teachers and students can
freely collaborate and explore. They must create
a secure digital ecosystem, with reliable networks
to provide students and teachers a consistent
experience across devices. As cybercrime grows,
education leaders must use built-in controls to
help prevent data loss and maintain privacy. By
investing in the right cloud-based technology,
leaders can help their schools meet the highest
standards of security, privacy, and compliance
while adapting to a future of constantly evolving
threats and changing classroom technology.

This guide examines the challenges education
leaders face in protecting school systems and
shows how they can build a secure and future-
proof technology foundation that paves the way
for equity and innovation in education.
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Security in Education
is core to Microsoft

Education requires versatile solutions
that update, adapt, and scale to
support students in the classroom and
beyond. Microsoft is committed to
building digital education solutions on
the foundational principles of security,
privacy, compliance, and transparency
on a trusted platform that works
today, tomorrow, and in the future.



Education faces unique

security challenges

Schools store an enormous amount of student
and teacher personally identifiable information
(PI), including names, addresses, Social Security
numbers, and birth dates, making them
attractive targets for cybercriminals. In addition,
attackers know that many districts run on
legacy systems that are not equipped to protect
this information from modern threats.

Since 2015, cybersecurity has been the top
priority for school IT leaders, followed by
privacy concerns and securing student data,
according to the Consortium for School
Networking (COSN).t Concerns increased during
the health crisis as threats against schools
multiplied along with internet access points.
In 2020, the K-12 sector became the most-
targeted industry segment for ransomware 2
As of May 5, 2022, education was the industry
sector by far the most affected by malware,
with 83 percent of organizations reporting
encounters in the last 30 days.?

1 "EdTech Leadership Survey Report,” Consortium for
School Networking, 2021.

2"K-12 Has Become the Most Targeted Sector for
Ransomware,” The Journal, 2020.

3 “Global threat activity,” Microsoft Security
Intelligence web page, undated.



https://www.k12blueprint.com/sites/default/files/Survey_Report_2021_Final.pdf
https://thejournal.com/articles/2020/12/11/k12-has-become-the-most-targeted-segment-for-ransomware.aspx
https://thejournal.com/articles/2020/12/11/k12-has-become-the-most-targeted-segment-for-ransomware.aspx
https://www.microsoft.com/wdsi/threats

Many districts lack a dedicated security expert.
Security professionals are in great demand in
the private sector and schools have limited
budgets, making it hard for them to attract
the talent they need. Their staff is focused

on learning and administration, leaving little
bandwidth to combat cyberthreats. Perhaps
this is why only 54 percent of K12 IT leaders in
the COSN survey expressed high confidence in
their ability to handle a cyberthreat.

Some of the most serious threats schools
face include:

e Phishing
Forty-five percent of respondents to
the COSN survey rated phishing as a
medium/high or high risk, as it is often
a vector for malware and data breaches.
Social engineering, which includes
phishing emails, texts, and calls, was
listed as the top cause of education data
breaches in Verizon's 2021 Data Breach
Investigations Report (DBIR).# Phishing
attacks often target IT administrators and
people with access to student data or
payment routing information.

e Ransomware and other malware
For the first time, ransomware has become
the most common publicly disclosed type
of cyber incident in the US, according to the
latest report of the K-12 Security Information

1 "EdTech Leadership Survey Report,” Consortium for School
Networking, 2021.

42021 Data Breach Investigations Report,” Verizon, 2021. 7



https://www.k12blueprint.com/sites/default/files/Survey_Report_2021_Final.pdf
https://www.verizon.com/business/en-gb/resources/reports/dbir/

Exchange (K-12 SIX), which documents e Internal mistakes

reported security incidents nationwide.> Not all threats come from outside actors.
Attacks are increasingly launched by Human errors are always a possibility
sophisticated overseas criminals who and may be more likely to occur when
evade US law enforcement. Ransomware security expertise is unavailable and

isn't the only type of malware schools people without a technology background
experience. Other kinds enable hackers to must manage resources. Mistakes by

spy on students or teachers as they enter school professionals, including setting up
credentials, access sensitive information, or databases without access controls, were
take control of their computers. the cause of nearly 20 percent of education

data breaches in 20214

e Online class and meeting invasions
Many schools continue to search for ways
to guard against intrusions into education
applications following widespread publicity
of such instances in 2020. In 2021, schools
reported incidents in which online school
activities were disrupted, with intruders
often using hate speech, showing shocking
images, or threatening violence.>

e Threats from vendor software
The K-12 SIX cybersecurity report series
has repeatedly documented instances
in which inadequate vendor security
protocols have led to cyber incidents,
including student data breaches.>

4"2021 Data Breach Investigations Report,” Verizon, 2021.
5 “The State of K-12 Cybersecurity: Year in Review,” K-12

Security Information Exchange, 2022.



https://www.verizon.com/business/en-gb/resources/reports/dbir/
https://static1.squarespace.com/static/5e441b46adfb340b05008fe7/t/6228bfe3f412c818293e16e1/1646837732368/StateofK12Cybersecurity2022.pdf

Steps for protecting

K=12 schools

Schools can minimize attacks and data
breaches by following simple, straightforward
IT procedures. K-12 SIX recommends four basic
types of protective measures that every school
district should adopt:*

e Protect the identities of students, teachers,
and staff—Implement multifactor
authentication and strengthen password
management. Protect sensitive data and
regularly archive or delete it when it's
no longer needed. To prevent class and
meeting invasions, control access to all
online classes, meetings, and sharing tools
and ensure that only authorized teachers
and students can participate.

e Safeguard student, teacher, and staff
devices—Restrict access to databases
containing sensitive information and apply
endpoint protection to all devices to keep
them safe at all times.

5 “The State of K-12 Cybersecurity: Year in Review,” K-12
Security Information Exchange, 2022.



https://static1.squarespace.com/static/5e441b46adfb340b05008fe7/t/6228bfe3f412c818293e16e1/1646837732368/StateofK12Cybersecurity2022.pdf

e Sanitize network traffic to and from the
internet—Reduce instances of malware
with antivirus and antimalware software.
Conduct regular training to instruct
teachers and students about the latest
phishing ploys to prevent them from
clicking unsafe links or file attachments.

e Perform regular maintenance—
Promptly install security updates
and patches and build resilience to
destructive attacks like ransomware with

offline, immutable backups.




Building a secure,

future-proof infrastructure

Technology leaders know the need to protect
students, teachers, and devices is urgent.
That's where the right cloud technology can
help. By unifying, simplifying, and automating
security, it helps teams scale to meet growing
technology demands with confidence.

With cloud-based analytics and monitoring, IT
leaders gain visibility across the school and the
district, enabling them to quickly discover new
and emerging threats. By using cloud tools,
they can respond to immediate threats while
also equipping their IT systems with dynamic

controls and automated updates to prevent and
manage new risks.
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Here are some of the ways a secure, future-
proof IT infrastructure helps protect schools
from cyberthreats:

e Use access controls for identity-based
protection of students, faculty, and staff
In the cloud, administrators can control
and manage identities and access from one
location. For example, with Microsoft
Azure Active Directory (Azure AD), they can
centrally manage the identities of teachers,
students, and staff as well as configure and
deploy policies for accessing applications,
sites, and groups. Compliance requirements
can be embedded, including those of the
Family Educational Rights and Privacy Act
(FERPA) and state and local authorities. The
system can incorporate any new rules as
they arise.

Cloud-based controls strengthen security
and compliance while simplifying
management. Multifactor authentication
alone can block over 99.9 percent of account
compromise attacks, Microsoft research has
found.s Conditional access further reduces
the opportunity for attackers to gain entry
by allowing administrators to set rules
based on location or activity. For example,
they can reject login attempts coming

from outside the country or arriving at odd
hours. Administrators can also set up single
sign-on, enabling students and teachers to
securely use applications anywhere while
making password management easier for IT.

6 “One simple action you can take to prevent

99.9 percent of attacks on your accounts,”
Microsoft security blog, 2019.

The cloud also makes it easier to add and
delete users and adjust access settings. For
example, with Microsoft School Data Sync
(SDS), administrators can import data from
student information systems to create and
dynamically update users and groups across
all Microsoft 365 applications.

Dynamic controls give students the
personalized settings they need to optimize
learning from day one. They improve
security by limiting access to sensitive
information and ensuring the timely
elimination of inactive accounts—a favorite
target of hackers.



https://azure.microsoft.com/services/active-directory/#overview
https://docs.microsoft.com/schooldatasync/
https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/
https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/

e Protect computers, tablets, and phones
The cloud simplifies device and application
management. For example, with Microsoft
Intune for Education, classroom devices
can be managed with remote and secure
deployment, and applications can easily be
scaled to meet changing demand. Microsoft
Windows Autopilot helps protect devices
with security settings and other controls
before the school year begins.

e Make applications safer
To keep applications safe from intruders and
protect student and teacher data, leaders
should establish dynamic and granular
security policies. With Microsoft Windows
11 for Education, they can choose which
applications have access to student and
teacher contacts and turn off access at

any time.

Within applications, administrators should set
policies that keep intruders out and facilitate
fluid but secure collaboration for students
and teachers. In Microsoft Teams, settings can
be adjusted to prevent unauthorized users
from joining meetings. Administrators can
also control who can schedule meetings and
enable or disable students from using private
chat and private calling. They can further
protect students by choosing what content
types can be shared and by monitoring
channels and chats to spot inappropriate
content or messaging.
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https://www.microsoft.com/education/intune
https://www.microsoft.com/education/intune
https://www.microsoft.com/microsoft-365/windows/windows-autopilot
https://www.microsoft.com/education/products/windows?&ef_id=CjwKCAjw9qiTBhBbEiwAp-GE0dcYBH4pYMWna87d7Fkg2T6kwmy8xcrf6E4m8NfLjtVG5UWi7gAXihoCE4gQAvD_BwE:G:s&OCID=AID2200849_SEM_CjwKCAjw9qiTBhBbEiwAp-GE0dcYBH4pYMWna87d7Fkg2T6kwmy8xcrf6E4m8NfLjtVG5UWi7gAXihoCE4gQAvD_BwE:G:s&utm_source=google&s_kwcid=AL!11608!3!496816963188!b!!g!!%2Bwindows%20%2Beducation!12270472013!123123770851&gclid=CjwKCAjw9qiTBhBbEiwAp-GE0dcYBH4pYMWna87d7Fkg2T6kwmy8xcrf6E4m8NfLjtVG5UWi7gAXihoCE4gQAvD_BwE
https://www.microsoft.com/education/products/windows?&ef_id=CjwKCAjw9qiTBhBbEiwAp-GE0dcYBH4pYMWna87d7Fkg2T6kwmy8xcrf6E4m8NfLjtVG5UWi7gAXihoCE4gQAvD_BwE:G:s&OCID=AID2200849_SEM_CjwKCAjw9qiTBhBbEiwAp-GE0dcYBH4pYMWna87d7Fkg2T6kwmy8xcrf6E4m8NfLjtVG5UWi7gAXihoCE4gQAvD_BwE:G:s&utm_source=google&s_kwcid=AL!11608!3!496816963188!b!!g!!%2Bwindows%20%2Beducation!12270472013!123123770851&gclid=CjwKCAjw9qiTBhBbEiwAp-GE0dcYBH4pYMWna87d7Fkg2T6kwmy8xcrf6E4m8NfLjtVG5UWi7gAXihoCE4gQAvD_BwE
https://www.microsoft.com/microsoft-teams/education

e Protect against emerging online threats
Leaders need robust controls to protect
students and teachers from previously
unknown threats. Running antivirus and
antimalware applications is essential.
Some modern browsers can go further.
For example, Microsoft Edge contains
built-in tools that identify known phishing
and malware sites and inspect files before
they are downloaded. By using dynamic,
cloud-based lists of dangerous sites and
downloads, Microsoft Edge can block
not only known threats, but others that
constantly pop up and disappear across
the web.

Analyzing these threats with Al and
analytics can lead to insights about new
methods and schemes attackers are
deploying, allowing IT leaders to develop
preventive measures. You can't future-
proof the internet, but you can help
protect your IT against the challenges it is
likely to throw your way.

e Automate security maintenance
Cloud-based technologies enable
administrators to automatically apply
updates, patches, and backups across
school systems and devices, eliminating
configuration errors and reducing downtime
while protecting equipment against new
threats. Automation frees administrators
from routine chores, allowing them to focus
on tasks that truly require their expertise.
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https://www.microsoft.com/education/products/edge

Furthering equity

and innovation with
security-enabled technology

Technology solutions that are secure and
future-proof are essential to unlocking

the benefits of digital transformation in
educational settings. Working from a secure
foundation, students and teachers can freely
share and explore ideas while back-end
systems help protect them from known and
emerging threats.

Secure educational technology allows teachers
to safely hold online classes and deliver
personalized lesson plans to students, no matter
where they are or what kind of devices they're
using. By receiving real-time feedback and
monitoring student progress with analytics, they
can fine-tune content and access controls to
meet each student’s needs, further supporting
equity and inclusion in the classroom.

As Al and analytics extend their capabilities,
dynamic platforms and applications are
poised to incorporate further innovations.
When their technology is secure and future-
proof, IT leaders can help schools manage the
challenges they face today while preparing for
tomorrow’s opportunities.
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Microsoft
Fducation

Take the next steps toward future-
proofing your technology by
learning how education solutions
from Microsoft can support
security, equity, and innovation in
your school or school district.

Contact us»
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